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Abstract 

 
A mobile accidental network (MANET) could be a temporary network started with wireless mobile computers (other nodes) 

moving arbitrary in the different places that don't have any network infrastructure. A Mobile accidental Network (MANET) could 

be a system of wireless mobile nodes with the purpose of dynamically self-organize in arbitrary as well as temporary network 

topologies. Every node acts as a store and forward station for routing packets. Nodes area unit needed to deliver packets to the 

proper destinations. 2 nodes want to speak will do therefore  directly if they're at intervals the radio vary of every different or 

route their packets through different nodes. thanks to this it's at risk of  various styles of security threats. Black-hole attack is one 

among such attack. during this paper, we'll be that specialize in the safety attacks  specifically on the part attack and its 

techniques to sight it and avoid it and conjointly on their various comparison. 
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1. Introduction 

Ad hoc network [1] could be a wireless network while not 

having any fastened infrastructure. every mobile node in a 

commercial hoc network moves at random and acts as each 

a router as well as a  host. A wireless ad-hoc network consist 

of a set of "peer" mobile nodes that area unit capable of 

communication with one another while not facilitate from a 

set infrastructure. The interconnections between nodes area 

unit capable of adjusting on a continual and arbitrary basis. 

Nodes at intervals every other‟s radio vary communicate 

straight through wireless links and at the same time as those 

that area unit way apart use different nodes as relays. Nodes 

usually share an equivalent physical medium. they transmit 

along with acquire signals at an the same band.  

However, due to their inherent description of dynamic 

topology as well as lack of centralized management security. 

Edouard Manet  is vulnerable to various styles of attacks 

like Black hole attack is one among several attainable 

attacks in  MANET. part attack will occur once the 

malicious  node on the trail directly attacks the info traffic in 

addition to  intentionally drops, delay otherwise alter the 

info traffic passing  through it. This attack are often simply 

reduce by setting the  promiscuous mode of every node and 

to ascertain if consecutive node  on the trail forward the info 

traffic needless to say. Another  type of part attack is to 

attack routing management traffic.  

In different sort, a malicious node sends a solid Route Reply  

(RREP) packet to a supply node that initiates the route  

discovery to faux as destination node. once a supply node 

received multiple RREP it compares the destination  

sequence range contained in RREP packets and choose the 

greatest one because the most up-to-date routing data 

choosing the route contained therein RREP packet. once  

sequence numbers area unit equal it selects the route with 

the littlest restricted bandwidth: Wireless link continue  to 

have considerably lower capability than  infrastructure 

networks. additionally, the completed throughput of wireless 

communication once accounting for the result of multiple 

access, fading, noise, and interference conditions, etc., is 

often much but a radio‟s most transmission  

 

•  Dynamic topology: Dynamic topology memb-

ership could disturb the trust relationship among 

nodes. The trust may additionally be disturbed if 

some nodes area unit detected as compromised. 

 

•  Routing Overhead: In wireless adhoc networks, 

nodes usually amendment their location at intervals 

network. So, some stale routes area unit generated 

within the routing table that ends up in unneeded 

routing overhead. 

 

• Hidden terminal problem: The hidden terminal 

problem refers to the collision of packets at a 

receiving node thanks to the concurrent 

transmission of these nodes that aren't at intervals 

the direct transmission vary of the sender, but are 

within the transmission vary of the receiver. 

 

• Packet losses thanks to transmission errors: Ad 

hoc wireless networks experiences a way higher 

packet loss thanks to factors like accumulated 

collisions thanks to the presence of hidden 

terminals, presence of interference, uni-directional 

links, frequent path breaks thanks to quality of 

nodes.  

• Mobility-induced route changes: The network 

topology in a commercial hoc wireless network is 

very dynamic thanks to the movement of nodes; 

thus Associate in Nursing on-going session suffers 

frequent path breaks. This situation usually ends up 

in frequent route changes.  
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• Battery constraints: Devices employed in these 

networks have restrictions on the facility supply in 

order to take care of movability, size and weight of 

the device. 

 

1.1 Security Goals 

 

In MANET, all networking functions like routing and packet 

forwarding, area unit performed by nodes themselves during 

a self-organizing manner. For these reasons, securing a 

mobile ad -hoc network is incredibly difficult. The goals to 

judge if mobile ad-hoc network is secure or not area unit as 

follows: 

 

• Availableness: Availability means that the assets 

area unit accessible to licensed parties at acceptable 

times. availableness applies each to knowledge and 

to services. It ensures the survivability of network 

service despite denial of service attack.  

 

• Confidentiality: Confidentiality ensures that 

computer-related assets area unit accessed solely 

by authorized parties. Protection of knowledge 

which is exchanging through a Edouard Manet. 

 

2. It should samples of security attacks 
 

2.1 Denial of Service (DoS):  
It aims to crab the supply of bound node or perhaps the 

services of the whole accidental networks. within the ancient 

wired network, the DoS attacks are applied by flooding 

some reasonably network traffic to the target therefore on 

exhaust the process power of the target and build the 

services provided by the target become  

 

2.2 Eavesdropping:  
Eavesdropping is another reasonably attack that sometimes 

happens within the mobile accidental networks. It aims to 

get some direction that ought to be unbroken secret 

throughout the communication. the knowledge may embody 

the placement, public key, personal key or perhaps 

passwords of the nodes. as a result of such knowledge area 

unit terribly important to the safety state of the nodes, they 

ought to be kept faraway from the unauthorized access.  

 

2.3 Sink attack:  
The assaultive node tries to supply a awfully attractive link 

e.g. to a entryway. Therefore, lots of traffic bypasses this 

node. Besides straightforward traffic analysis different 

attacks like selective forwarding or denial of service are 

often combined with the sink attack.  

 

2.4 Hole attack:  
The wrongdoer connects 2 distant parts of the accidental 

network exploitation an additional communication channel 

(e.g. a quick local area network connection) as a tunnel. As 

a result two distant nodes assume they're neighbours and 

send data exploitation the tunnel. The wrongdoer has the 

chance of conducting a traffic analysis or selective 

forwarding attack.  

 

 

 

2.5 Traffic Analysis:  
it's a passive attack wont to gain information on that nodes 

communicate with one another and how a lot of knowledge 

is processed. 
  

3. LITERATURE SURVEY  

A number of protocols were planned to unravel the black 

hole downside. It needs a supply nod e to initiates a 

checking procedure to see the responsibleness of any  

intermediate node claiming that it's a contemporary enough 

route to the destination.  

 

In [7], Huirong Fu,  Sanjay Ramaswamy, John Dixon 

Manohar  Sreekantaradhya, and biochemist Nygard 

proposed a way for distinctive multiple part nodes. they're 

1st to propose answer for cooperative black hole attack. 

They slightly changed AODV protocol by introducing 

knowledge routing data table (DRI) and cross checking. 

each entry of the node is maintained by the table. They 

believe the reliable nodes to transfer the packets. The Route 

request (RREQ) is shipped by supply to every node and it 

send packet to the node from wherever it get.  

 

In [12], Latha Tamilselvan, Dr. V Sankaranarayanan 

proposed an answer with the sweetening of the AODV  

protocol that avoids multiple black holes within the cluster. 

A technique is offer to spot multiple black holes cooperating 

with one another furthermore sees the secure route by 

avoiding the harassment. it had been assumed within the 

answer that nodes area unit already documented and so will 

contribute in the communication. It uses reliability table 

wherever each node that's taking part is given a fidelity level 

which will provide responsibleness thereto node. Any node 

having „0‟ price is considered as mischievous node as well 

as is eradicated. The fidelity level of every RREP is checked 

and if 2 area unit having same level then one is chosen 

having highest level. The responses area unit collected 

within the response table. a legitimate route is selected 

among the received supported the edge price.  

 

After obtaining the acknowledgement the reliability level of 

the node is modernized proving it safe as well as reliable. 

The part node is accomplished by ALARM packets. 

Simulation result provides a more robust packet delivery 

magnitude relation because the nodes area unit  

 

In[13], Hesiri Weerasinghe planned the answer that 

discovers the secure route between supply and destination 

by distinctive and uninflected cooperative part nodes. This 

answer adds on some changes within the answer proposed 

by the Ramaswamy to enhance the accuracy. This 

algorithmic program uses a strategy to spot multiple black 

hole nodes operating collaboratively as a gaggle to initiate 

cooperative part attacks. This protocol could be a slightly 

changed version of AODV protocol by introducing 

knowledge Routing data (DRI) table and cross checking 

exploitation any Request (FREQ) and any Reply (FREP). 

The simulation result shows that the AODV and therefore 

the answer planned by Deng et al. highly suffer from 

cooperative part in terms of turnout and packet losses. The 

performance of the answer is sweet and having higher 

turnout and minimum packet loss percentage over different 

solutions.  
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4. Comparison 

Few proposals assumed:  

 

1) Single part node during a network  

 

2) Multiple part nodes within the accidental network  

 

Black hole attack detection proposals are often classified as  

 

1) Single non malicious nodes distinctive a part node  

 

2) Multiple non malicious nodes distinctive a  

 

Black hole node 

Proposal 

name  
Approach  

 

Assumptio

n  
Philosoph

y  

Cooperative 

black hole 

node 

detection 

using DRI 

and cross 

checking  

 

AODV  

 

Cooperativ

e black 

hole  

 

Single 

non- black 

hole node 

detects  

 

Single black 

hole node 

detection  

AODV  

 

Single 

black hole  

 

Single non 

black hole 

node 

detects  

Prevention 

of Black hole 

Attack using 

fidelity table  

Enhanceme

nt on 

AODV  

 

Multiple 

black hole  

 

Multiple 

non- black 

hole node  

 

Detection of 

black hole 

using DRI 

and Cross 

checking  

 

Modified 

version of 

AODV  

 

Multiple 

black hole  

 

Multiple 

non-black 

hole nodes 

detects  

 

Detection 

using 

neighbourho

od based 

method  

 

AODV  

 

Multiple 

black hole 

nodes  

 

Multiple 

non black 

hole nodes 

detects  

 

 

5. CONCLUSION  

The various authors have given various proposals for 

detection and prevention of black hole attack in MANET but 

every proposal has some limitations and their respected 

solutions. The approaches lead to black hole node detection 

but no one is consistent procedure since all mobile nodes 

cooperate jointly to analyze as well as sense possible 

multiple black hole nodes.  

Future work includes plan to build up simulations to analyze 

the show of the proposed solutions and compare their 

performances. 
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